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About the Report
Datto’s State of the Channel Ransomware Report is comprised of statistics pulled from a survey 

of nearly 300 managed service providers (MSPs), our partners and customers, across Europe. The 

report provides unique visibility into the state of ransomware from the perspective of the IT Channel 

and their SMB clients who are dealing with these infections on a daily basis. The report provides a 

wealth of detail on ransomware, including year-over-year trends, frequency, targets, impact, and 

recommendations for ensuring recovery and continuity in the face of the growing threat. 
 

To learn more about the report, please reach out to Katie Thornton, Director of  

Content & Marketing Programs at Datto, Inc.

About Datto
As the world’s leading provider of IT solutions delivered by Managed Service Providers (MSPs), 

Datto believes there is no limit to what small and medium businesses can achieve with the 

right technology. Datto offers business continuity and disaster recovery, networking, business 

management, and file backup and sync solutions, and has created a one-of-a-kind ecosystem of 

partners that provide Datto solutions to half a million businesses across more than 130 countries. 

Since its founding in 2007, Datto has earned hundreds of awards for its rapid growth, product 

excellence, superior technical support, and for fostering an outstanding workplace. With global 

headquarters in Norwalk, Connecticut, Datto has international offices in the United Kingdom, 

Netherlands, Denmark, Germany, Canada, Australia, China, and Singapore. Learn more at datto.com.
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Key Findings

• Ransomware remains a massive threat to small-to-mid-sized 

businesses (SMBs). From Q2 2016 - Q2 2018, 84% of MSPs 

report ransomware attacks against customers, which is 

higher than all other continents.  

• The average managed service providers (MSPs) report ~5 of 

these attacks within their client base per year. In the first 

half of 2018, an alarming 42% of MSPs report clients suffered 

multiple attacks in a single day (up from 22%, year-over-year), 

which is higher than the global average of 35%. 

• The problem is bigger than we know, as a startling number 

of attacks go unreported. MSPs report that only 16% of 

ransomware attacks are reported to the authorities. 

• SMBs are largely in the dark about the frequency and severity 

of ransomware attacks. Nearly 86% of MSPs are “highly 

concerned” about the ransomware threat and 24% report their 

SMB clients feel the same. 

• Lack of cyber security education is a leading cause of a 

successful ransomware attack. MSPs rank phishing emails 

as the top ransomware delivery method followed by malicious 

websites, web ads, and clickbait. 

• The aftermath of a ransomware attack can be crippling for 

a business. When asked about the impacts of a successful 

attack, 67% of MSPs report victimised clients experienced 

a loss of business productivity. More than half report clients 

experienced business-threatening downtime.

• The cost of business downtime is over 12X greater than the 

cost of the ransom requested. MSPs report the average 

requested ransom for SMBs is ~$2,600 while the average cost 

of downtime related to a ransomware attack is ~$33,200. This 

exceeds the global rate where the cost of downtime is 10x 

greater than the average ransom requested. 

• European MSPs report Windows as the most targeted system 

by hackers. They are also seeing a rise in attacks on Apple and 

Android systems. 

• Ransomware infections in the cloud continue to increase 

year-over-year. Of MSPs that report cloud-based malware 

infections, 49% called out Office 365 as the target. 

• In comparison to other solutions, the most effective for 

avoiding downtime caused by ransomware is business 

continuity and disaster recovery (BCDR). Specifically, roughly 

91% report that victimised clients with Datto BCDR in place 

fully recovered from the attack in 24 hours, or less.    

https://www.datto.com/
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Most SMBs Unaware of Ransomware Risk

4   | datto.com

Only 24% 
report SMBs “highly  
concerned” about ransomware.

Here’s why...

86%   
think they should be.

of  
MSPs

of  
MSPs

https://www.datto.com/
https://www.datto.com/
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Ransomware Most Prominent Malware Threat to SMBs

Which of the following malware attacks have affected your clients in the last 2 years? 
(Check all that apply)

9% of MSPs report clients struck by keyloggers

84% of MSPs report clients struck by ransomware

58% of MSPs report clients struck by viruses

51% of MSPs report clients struck by adware

44% of MSPs report clients struck by spyware

43% of MSPs report clients struck by trojan horses

26% of MSPs report clients struck by cryptojacking

22% of MSPs report clients struck by rootkits

18% of MSPs report clients struck by worms

https://www.datto.com/
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Ransomware Attacks Continue to Climb Highest in Europe

92% of MSPs  
predict the number of ransomware 
attacks will continue at current, or 

worse, rates.

42% of MSPs 
report clients suffered multiple attacks in the 
same day (up from 22% in the previous year).

From Q2 2016 - Q2 2018

84% of MSPs  
report ransomware attacks against SMB 
customers. In the first 6 months of 2018 
alone, 58% report ransomware attacks 
against clients.

Geo Trend: In Europe, 84% of MSPs report 
ransomware attacks against SMB customers from 
Q2 2016-Q2 2018, which is higher than all other 
continents. Additionally, 42% of European MSPs 
report multiple attacks against clients in a single 
day, which is higher than the global average of 35%. 

https://www.datto.com/


On Average, MSPs Report ~5 Attacks  
Against Clients Per Year

16% 

of those attacks are reported to  
authorities, which means the problem  
is likely bigger than we know.  

But only about

Geo Trend: Many countries and regions are passing laws to require 
companies to report data breaches to the both the authorities and 
their customers. 

• Australia: Notifiable Data Breaches law
• European Union: The General Data Protection Regulation
• California, USA: California Consumer Privacy Act of 2018

It’s likely that the number of reported attacks will increase as laws 
like these are adopted around the world.

7   | datto.com

https://www.datto.com/au/resources/notifiable-data-breaches?utm_campaign=european-ransomware-report-2019&utm_medium=Content&utm_source=196
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End User Error is the Common Denominator

You Won’t Believe...

View Attachments

You Won’t Believe...

View Attachments

You Won’t Believe...

View AttachmentsYou Won’t Believe...

View Attachments

You Won’t Believe...

View Attachments

You Won’t Believe...

View Attachments

Top Ransomware Delivery Methods:  Top Cyber Security Vulnerabilities:

50%
Report Phishing 
Emails

42%
Report Lack of End User 
Cyber Security Training

16%
Report Clickbait 

44%
Report Malicious 
Websites/Web Ads

19%
Report Weak 
Passwords/Access 
Management

34% 
Report Poor User 
Practices/Gullibility

of  
MSPs

of  
MSPs

of  
MSPs

of  
MSPs

of  
MSPs

of  
MSPs

https://www.datto.com/


From human error, to disgruntled employees, to lack of 

sophisticated protection, there are countless avenues ransomware 

can take to infiltrate small businesses around Europe. It’s critical 

that those businesses recognize this imminent threat and face it 

head on with user education, investment in a layered preventative 

approach, and a reliable business continuity solution to recover 

data quickly, should the business become infected.

- Tim Walker, Managing Director, Aura Technology
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Ransomware Attacks Are Costly
Which of the following have your clients experienced due to a ransomware attack?  
(Check all that apply)

67% of MSPs report loss of business productivity

54% of MSPs report business-threatening downtime

46% of MSPs report data and/or device was lost

46% of MSPs report infection spread to other devices on the network

29% of MSPs report decreased customer profitability

28% of MSPs report damaged reputations

23% of MSPs report stolen data

22% of MSPs report paid a ransom and recovered the data

15% of MSPs report failure to meet SLA requirements

13% of MSPs report ransomware remained on system, struck again!

9% of MSPs report paid a ransom, data was never released

8% of MSPs report failure to achieve regulatory compliance

B

BBBB B
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NHS Crippled by WannaCry Ransomware Attack

Sources: Healthcare IT News, National Audit Office, 
BBC News, New Statesman, SKY News, Digital Health 

Technical support  
costs reach

 £72m

WannaCry  
outbreak begins 

May 12th 2017

B

B
B

B

IT costs and 

£19m loss  
in NHS output services

B

B

October 2018July 2017May 19th 2017

In 2017, the WannaCry ransomware attack hit 150 countries worldwide. In the United Kingdom, the National Health Service (NHS) suffered 

the biggest impact, with over 86 trusts, 603 primary care, and 565 general practitioner offices affected. Vital medical machinery was 

unable to be used and systems were locked, resulting in thousands of cancelled appointments and staff unable to perform daily duties. In 

just seven days, losses reached roughly £19m. In October of 2018, these costs were estimated to have reached  £92m. Over the next three 

years, the government has committed to spending £150 million on new technology systems, along with a newly signed deal to upgrade 

local NHS computers to Microsoft 10. 

NHS estimated 

£92m  
in IT costs to restore 
data and systems 
from attack to date 

B

B
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NHS suffers biggest impact in the U.K. 

86 trusts, 603 primary care and 565  
general practitioner surgeries affected

Over 19,000 appointments cancelled 

B

B

https://www.datto.com/
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Cost of Downtime Significantly  
Outweighs Ransom Requested

Average 
Ransom 

Average Cost  
of Downtime

The cost of downtime is 

12x higher 
than the ransom requested 
(per incident).

Geo Trend: The cost of downtime in Europe is 12x greater 
than the average ransom requested, exceeding the global 
rate where downtime costs are 10x greater than the 
average ransom requested. 

*All survey respondents answered in U.S. 
dollars. GBP and EUR sums are based on 
conversion rates as of 2/1/2019.
.

€29,284 EUR
£26,364 GBP

$33,200 USD

 €2,293 EUR 
£2,064 GBP

$2,600 USD

https://www.datto.com/


Media/Entertainment 8%
Government 7%

High Technology 7%
Energy/Utilities 5%

Telecom 5%

Finance/ 
Insurance 24%

Healthcare 13%

Legal 19%

Non-Profit 16%

Real Estate 16%

Government 7%

Retail 26% 
Consumer Products 14%

Education 14%

Architecture/ 
Design 12%

Travel/Transportation 15%

13   | datto.com

No Industry is Safe from Ransomware
Which industries have you seen victimised by ransomware? (Check all that apply)

Professional  
Services 43%

Construction/ 
Manufacturing 40%

https://www.datto.com/


14   | datto.com

CryptoLocker and WannaCry Reign Supreme

Takeaway: The 2017 WannaCry ransomware attack that hit 150 countries worldwide, including the United 
Kingdom, had severe consequences. The National Health Service (NHS) suffered the biggest impact, with 
over 1000 trusts and NHS organisations affected. In just 7 days roughly £19m had been lost in output services 
and IT recovery costs. By October 2018, this number is believed to have escalated to £92m. 

CryptoLocker

61%

WannaCry 

52%

CryptoWall 

28%

Locky 

27%

CryptXXX 

23%

Petya 

22%

TeslaCrypt 

16%

CBT Locker 

13%

Bad Rabbit 

9%

notPetya 

9%

CrySis 

9%
Torrent 
Locker 

5%
Cerber 

5%CoinVault 

4%
SamSam 

2%

Have your clients been victimised by any the following ransomware attacks? 
(Check all that apply)

https://www.datto.com/
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MSPs Report Windows as Most Targeted System  
by Ransomware

Which systems have you seen infected by ransomware?  
(Check all that apply)

97% 
Windows

6% 
macOS 

6% 
Android

2% 
iOS

15   | datto.com

Takeaway: European MSPs report Windows as the most targeted system by 
hackers, and are also seeing a rise in attacks on Apple and Android systems.

https://www.datto.com/
https://www.datto.com/
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Nothing Can Prevent Ransomware 

91%   
Report Victims had  
Antivirus Installed 73%   

Report Victims had 
Email/Spam Filters

Takeaway: As no single 
solution is guaranteed to 
prevent ransomware attacks, 
a multilayered portfolio is 
highly recommended.

of  
MSPs

of  
MSPs

29%   
Report Victims had 
Pop-Up Blockers

of  
MSPs

https://www.datto.com/
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MSPs Rank BCDR as Most Effective for Ransomware 
Protection Compared to Other Solutions

Antivirus #4

Patch Management#3

Employee Training#2

Business Continuity &  
Disaster Recovery Solution*

#1

17   | datto.com

Takeaway: Ransomware attacks will inevitably happen.  
To protect clients and effectively respond to attacks, 
BCDR is crucial to prevent downtime.

*BCDR: Business Continuity and Disaster Recovery

#5 Email/Spam Filters

https://www.datto.com/
https://www.datto.com/


18   | datto.com

With Reliable BCDR, Costly Downtime is Avoided 

Without BCDR,  
Only 50% 

of MSPs report clients  
were able to do the same.

With BCDR*† , 91%  
of MSPs report clients  
fully recovered from an  
attack in 24 hours, or less.

*BCDR: Business Continuity and Disaster Recovery
†

 

Refers to Datto devices

Not only does BCDR 
make recovery fast,  
MSPs rank it as the  

#1 most cost effective 
ransomware  

solution.

https://www.datto.com/
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A Ransomware Response Plan Needs More Than BCDR

Detection 
Identifying the presence 
of ransomware on a 
client’s device(s).

Communication 
Proactively reach out  
to your SMB client.

Recovery 
Keep your client working on a virtualised machine 
and/or quickly restore infected devices.

Prevention
Patch any security holes 
and double-down on 
employee education.

Cause Assessment 
Understand how ransomware 
entered your client’s system.

https://www.datto.com/
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Majority of MSPs Report: Ransomware is Here to Stay

Ransomware Attacks Will 
Significantly Increase

Ransomware Attacks Will 
Somewhat Increase

Ransomware Attacks Will 
Stay the Same

Ransomware Attacks Will 
Somewhat Decrease

Ransomware Attacks Will 
Significantly Decrease

92%  

Report Attacks Will 
Continue at Current, 
or Worse, Rates

37%

35%
20%

7%

1%

of 
MSPs

https://www.datto.com/


Ransomware Will Creep into the Cloud

24% of MSPs have seen ransomware attacks in SaaS applications

49% Report  
O365 Infections 
(up 36% from last year)

16% Report  
G Suite Infections  
(up 6% from last year)

21   | datto.com

Of the 24% :

https://www.datto.com/


Ransomware of the Future Gets Personal

57%
Predict Ransomware Will Target

IOT Devices

51%
Predict Ransomware Will Target 

Wearables 
(e.g., smartwatches)

39%
Predict Ransomware Will Target 

Self Driving Cars

56%
Predict Ransomware Will Target 

Social Media  
Accounts

34%
Predict Ransomware Will Target 

Medical Devices  
(e.g., insulin pumps, pacemakers)

22   | datto.com

of  
MSPs

of  
MSPs

of  
MSPs

of  
MSPs

of  
MSPs

https://www.datto.com/
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Ransomware Will Wreak Havoc Everywhere

Bankrupt  
Whole Companies

Blackmail  
Entire Governments

Capture Critical 
Utility Infrastructures  
(e.g., power grids)

Target Users Based  
on Demographics

Be the Primary Tool of  
Cyber Warfare, Replace  
Conventional Warfare

Evolve Via Artificial  
Intelligence Beyond  
Human Control

MSPs Predict Ransomware will...

Erase All Personal  
Records from the Internet

https://www.datto.com/
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Final Takeaways

Businesses must prepare 

the front line of defense: 

your employees. Today’s 

companies must provide 

regular and mandatory cyber 

security training to ensure 

all employees are able to 

spot and avoid a potential 

phishing scam in their inbox, 

a leading entrance point for 

ransomware.

Businesses must leverage 

multiple solutions to prepare 

for the worst. Today’s 

standard security solutions 

are no match for today’s 

ransomware, which can 

penetrate organisations in 

multiple ways. Reducing the 

risk of infections requires a 

multilayered approach rather 

than a single product. 

Businesses must ensure 

business continuity with 

BCDR. There is no sure fire way 

of preventing ransomware. 

Instead, businesses should 

focus on how to maintain 

operations despite a 

ransomware attack. One way 

to do this is a solid, fast and 

reliable business continuity 

and disaster recovery solution.

Businesses need a dedicated 

cyber security professional 

to ensure business 

continuity. SMBs often rely 

on a “computer savvy” staff 

member to handle their IT 

support and not an IT expert. 

If a company cannot afford 

a complete IT staff for 24/7 

cyber security monitoring, 

they should be leveraging a 

Managed Service Provider 

(MSP) who has the time and 

resources to anticipate and 

protect a company from the 

latest cyber security threats.

https://www.datto.com/
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Additional Resources

Knowledge is Power:  
Ransomware Education  
for Employee

MSPeasy Series

Ransomware  
Made MSPeasy
The MSPs Guide to Saving the Day 

You Also Might  
Be Interested In:

Ransomware 
Survivor Stories 

Stay Up-To-Date  
on All Things Ransomware: 

To the Datto blog

Subscribe

Learn more about ransomware 

5 Types of Social  
Engineering Attacks 

Blog Slideshare

Common Types of  
Ransomware to Keep  
and Eye Out For

The Essential 
Cybersecurity Toolkit 
for SMBs

eBook

SUCCESS STORY

“

A Cause for Concern

Every business has its stakeholders, but a non-profit organisation has more than 

most. In addition to employees, investors, grant makers, and lenders, a charity 

also needs to answer to the local authority, beneficiaries, regulators, volunteers, 

supporters, and most vitally, service users and families. For this final group, it’s 

imperative that their access to the charity is uninterrupted. It’s just one of the 

reasons why downtime is not an option.

4Children is a national non-profit organisation that offers vital support for children 

and their families. They work with a wide range of partners around the country to 

ensure children and families have access to the services and support they need 

in their communities. For example, their projects have improved access to flexible 

childcare, and Outreach Workers have helped mend fragmented families. The work 

they do is so important, downtime could have a massive negative impact on the 

lives of the service users—not just the organisation’s bottom line. 

Preparation is the best form of Protection

4Children knew they had to protect themselves by backing up their data, so they 

used a tape solution to protect 4.5TB of data. However, this had a costly third party 

Tape Rotation Service contract, and they had no Disaster Recovery plans or off-site 

replication capability. Replacement servers can take days to arrive, data of that 

quantity will take another day to transfer and even then, all settings, permissions 

and configurations would be lost.

IT manager Richard Johnson was well aware of this system’s vulnerability. “We 

needed a good disaster recovery solution to ensure our business continuity plan 

could be carried out efficiently.”

There are many sources of downtime. The most common causes are actually 

human error and hard drive failures, but viruses are becoming increasingly 

aggressive and increasingly common. More than 80% of businesses in the UK 

experienced a breach of some sort during 20141.

4Children decided to partner with Zed One, a local Managed Service Provider 

(MSP). Zed One suggested a SIRIS 2, Datto’s Total Data Protection solution. 

“SIRIS met our requirements. I was particularly impressed with the virtualisation 

aspects and the speed with which we could spin up live machines when a 

problem occurred,” said Johnson.

Disaster Struck

The worst-case scenario happened in the summer of 2015. The Cryptolocker virus 

is a dangerous variant of ransomware which encrypts a systems files and data 

and then notifies the users that they need to pay a ransom to recover their data. 

If the business refuses to pay, the ransomed data is lost for ever. The presence of 

Cryptolocker on a system can cause significant downtime. 41% of businesses pay 

up2—but it’s not an easy decision to make. For a non-profit organisation, this is a 

painful way to spend precious funding.

Richard Johnson
IT Manager

HAVING THAT PEACE 
OF MIND IS IMPORTANT 
AS IT ALLOWS US TO 
CONTINUE IN OUR 
DAY TO DAY BUSINESS 
OPERATIONS KNOWING 
IT IS ONE LESS THING 
TO WORRY ABOUT.

SUCCESS STORY

Datto Keeps Charities
Safe From Ransomware
4Children is a national non-profit organisation that offers vital support 

for children and their families. Discover how they survied a Ransomware 

attack with Datto & Zed One.

MSPeasy Series

Ransomware  
Made MSPeasy
The MSPs Guide to Saving the Day 

Header of slide goes hereReport

Datto’s State of the Channel  
Ransomware Report
Follow us on Twitter: @Datto

Visit our Blog: www.datto.com/blog

What is Ransomware? 

Slideshare

SUCCESS STORY

“

When your business operates in one of the world’s harshest environments, you 

want as much protection as possible. A company demands a robust Business 

Continuity and Disaster recovery solution that is effective and responsive in these 

challenging conditions.

Toughest Job in IT

The Craig Group operate the largest British wholly owned fleet engaged in the 

UK offshore industry, providing shipping and energy services worldwide. The IT 

Department might have one of the toughest jobs in IT; a team of six are responsible 

for keeping 31 vessels, 8 offices and over 1000 people both on and offshore working 

and connected. Between them, they use over thirty apps across 80 servers. 

Communication across land and sea is possible thanks to a complex network - 

and downtime can be both expensive and dangerous. The job of the Craig Group IT 

team is to “ensure that the company can always function, even in the event of an IT 

systems failure.”

A Data Lifejacket

Although Craig Group had a business continuity and disaster recovery strategy in 

place, the traditional tape method of backup wasn’t working for their business any 

longer. Like many companies, Craig Group were using a mix of vendors to fulfil their 

backup needs, which did not provide the solution they were looking for. 

Onshore, at 8 offices located worldwide, tape backup could only be taken once a 

day meaning Craig Group could potentially lose a whole day’s data in the event of an 

IT systems failure.

In addition, Craig Group operate 31 vessels predominantly in the North Sea. These 

vessels are a mix of platform supply and emergency response and rescue vessels 

(ERRVs), providing essential support to oil and gas assets in the region. Each ship 

employs between 12 and 15 crew members and all ERRVs are at sea for 28 days at 

a time. On board, they rely on a server to run maintenance databases, email & print 

services. These are backed up to an external hard drive, which previously had to be 

loaded to tape when the vessel landed ashore at the end of a trip.

This meant that when an offshore server failed, a ship would be reduced to 

functioning on just laptops. Additionally, it was difficult for the onshore team 

to know this had occurred. Checking in to a fleet of 31 ships in the North Sea is 

complex and time consuming.

CHECKING IN TO A 
FLEET OF THIRTY-ONE 
SHIPS IN THE NORTH 
SEA IS COMPLEX AND 
TIME-CONSUMING.

SUCCESS STORY

Data Protection is Plain 
Sailing With Datto
When your business operates in one of the world’s harshest

environments, you need a business continuity solution that works.

SUCCESS STORY

“

Complete I.T. (CIT) are a Managed Service Provider (MSP) based in 

Buckinghamshire, with 5 other offices in the UK. They have a wide range of 

clients, from 2 users to 250, spanning across all industries. As a result, CIT are 

aware that businesses of all shapes and sizes can be hurt by downtime—and 

make it a prerogative to keep their clients running.

One of those businesses is Reading Buses, which provides a 24/7 service for the 

inhabitants, workers and visitors of one of the UK’s largest towns. With over 150 

buses and over 400 drivers to co-ordinate, the control team face a complicated 

‘jigsaw’ of routes and rotas which they need to put together. Staff use 

sophisticated industry-specific software to plan who drives where and when.

Plus, every single mile of operation needs to be accounted for and reported to 

the Traffic Commissioner for auditing. Any errors can result in fines, or worse. 

With Datto, there’s no risk of a file disappearing due to accidental deletion.

Reading Buses works as proactively as they can, so rotas are created well in 

advance. Nevertheless, even a few hours of downtime would cause a knock-

on effect which would seriously cost them, and affect the SLAs they have 

with their partners.

One consistent bump in the road has been Ransomware. Although Reading Buses 

has antivirus, the hackers are often ahead of the game and know how to work 

their way through. And Reading Buses can’t disregard emails from unknown 

senders as they receive many enquiries from their customers and suppliers.

Therefore, CIT proposed Datto, which uses Hybrid Cloud Technology. This 

duplicates Reading Buses’ data to both the Datto Cloud and an on-site device 

every fifteen minutes. Plus, Datto only backs up what’s changed (a technology 

called ‘Inverse Chain’) so there’s no strain on their connection.

Datto proved its worth last year when a Ransomware strain called ‘Locky’ 

threatened to put the brakes on operations. Arriving as an email attachment, 

Locky quickly encrypted not only the user’s machine, but also all shared 

locations that the user had access to. With Datto, it was easy for CIT to locate 

the infected files, delete them, and restore the files from the backup without 

affecting Reading Buses.

OUR CUSTOMERS 
AREN’T AFFECTED, 
WE DON’T LOSE 
REVENUE, AND OUR 
REPUTATION IS SAFE.  
Mark Price 
Reading Buses, IT Manager

SUCCESS STORY

Reading Buses Keep
on Rolling With Datto
A true story about how Reading Buses rapidly recovered from

a Ransomware attack with the help of Complete I.T & Datto.

Become a Datto Partner

Visit the Datto Website
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About Datto Ransomware Protection
With Datto, MSPs can easily identify a ransomware attack and roll systems back across devices and SaaS applications to a point-in-
time before the attack occurred. Ransomware, like most illicit software, leaves an identifiable footprint as it takes over a server, PC or 
laptop. Datto devices, which actively monitor backups, can detect a ransomware footprint and instantly notify admins that they have a 
ransomware attack on their hands. After that, recovery is simply a matter of restoring from a previous known (good) backup.

Datto protects all of your business data, no matter where it lives:

Protect backup data itself: While backups are happening, they exist as a network share that ransomware could encrypt and 
subsequently compromise other backups in the chain. Datto’s patented Inverse Chain Technology protects existing backups, and in 
the event of an attack, Datto can roll the data back to a healthy, protected point and continue on as if nothing happened. 

Get back to production quickly: Datto offers restore options for any scenario - ranging from granular restore of specific files to 
restoring an entire system. No matter what the scope of the ransomware attack is, Datto gets you back to production quickly, 
reducing your Failback Time Objective (FTO) to the time of a reboot. 

Protect Office 365 and G Suite data: SaaS Protection takes point-in-time backups daily across client SaaS apps, so MSPs can 
roll files and data back to a known good state of health. 

Protect NAS information: Every Datto NAS device includes NAS Guard, which allows customers to protect the device and other 
network storage with full image rollbacks under one umbrella. 

Restore only the information you need: Use Backup Insights to compare what changed and restore only what is needed. 

Patch systems to protect against ransomware: A proactive patch management strategy using Datto RMM is the best first line of 
defense for MSP clients. MSPs can quickly pinpoint devices operating with outdated software, or those that have yet to receive 
the latest patch and can systematically deploy updates to mitigate the number of vulnerabilities exploited by ransomware.

For more information, visit:  https://www.datto.com/continuity. 
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